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Q  1: What do you mean by Web security? 
 

Answer: 
  

Web application security is a branch of information security that deals specifically 
with security of websites, web applications and web services. At a high level, web 
application security draws on the principles of application security but applies them 
specifically to internet and web systems. 
Website security is the last thing that many companies will think while they're on their 
website building process. Even if a website security expert is hired in their team, they'll 
always focus how and when to put their websites live ï leaving major vulnerabilities 
unattended. 
You have to understand that an effective approach to website security must be proactive 
and defensive. This is a gentle reminder to you that website security must be taken 
seriously. It's good to be worried about the bad effects of it to your business and reputation. 

List of the 5 website securi ty issues and notable website creation mistakes that you should 

know: 

¶ Security Issues with Websites #1: Injection Mistakes 
¶ Security Issues with Websites #2: Cross Site Scripting (XSS) 
¶ Security Issues with Websites #3: Not Updating Security Settings 
¶ Security Issues with Websites #4: Exposing Sensitive Data 
¶ Security Issues with Websites #5: A Lost Function Level Access Control 

Security Issues with Websites #1: Injection Mistakes  

If you want a smooth filter of untrusted input, injections flaws must be avoided at all cost. An 
injection flaw can let you pass unfiltered data to the SQL server, to the browser, to the 
LDAP server (LDAP injection), or anywhere else. These website layers can be used by a 
hacker to inject commands. This can result in loss of data and hacking your own website. In 
fact, it can also infect other websites as well. 

Security Issues with Websites #2: Cross Site Scripting (XSS)  

This is another form injection vulnerability that can input sanitization failure. A hacker sets 
up your web application JavaScript tags on input. When this input is returned to the user 
unsanitized, the userôs browser will carry it out. It can be as simple as crafting a link and 
persuading a user to click it, or it can be something much more sinister. On page load the 
script runs and, for example, can be used to post your cookies to the hacker. 

Security Issues with Websites #3: Not Updating Security Settings  

Any responsible website security personnel will always make sure to personalize your 
security settings such as passwords and authentications. Perhaps, some people are still 
human to miss important things in their jobs. Some concrete scenarios are: 

¶ They let the application run with debug enabled in production. 
¶ They didn't change default keys and passwords. 
¶ They left the directory listing enabled on the server, which leaks valuable information. 
¶ They allow unnecessary services running on the machine. 
¶ They operated an outdated software (think WordPress plugins, old PhpMyAdmin). 
¶ They didn't fix some pop-up messages on error information. 
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Security Issues with Websites #4: Exposing Sensitive Data  

It's a huge failure for a website security personnel ï to not encrypt and not protect your 
sensitive data. Information (such as credit card details) and user passwords should never 
travel or be stored unencrypted, and passwords should always be hashed. And while it 
goes without saying that session IDs and sensitive data should not be traveling in the 
URLs. Moreover, sensitive cookies should have the secure flag on, this is very important 
and cannot be over-emphasized. 

Security Issues with Websites #5: A Lost Function Level Access Control  

 An authorization failure can also disrupt your website. It means that when a 
function is called on the server, proper authorization was not performed. A lot of times, 
website developers rely on the fact that the server side generated the UI. They think that 
the functionality that is not supplied by the server cannot be accessed by the client. It is not 
as easy as they thought, as a hacker can always fake requests to the ñhiddenò functionality 
and will not be prevented by the fact that the UI doesnôt make this functionality easily 
accessible. Nothing can stop an attacker from discovering this functionality and abusing it if 
authorization is missing. 
 It is important to always keep in mind that the 5 security issue with websites 
mentioned above are just a few to mention. There are a lot more website security issues 
that website security personnel deals with as technology develops and changes. 

Q  2: What is importance and types of firewall. 
Answer: 
 Firewall is a software or hardware device that 
protects your computer from being attacked 
over the internet by hackers, viruses, and worms. 
This may occur either at a large corporate network, 
or simply at a small home network; both have the 
same security issues.  

Here are five types of firewalls that have 

played significant roles as the firewall 

category has evolved:  

¶ Packet filtering firewalls. ... 

¶ Circuit-level gateways. ... 

¶ Stateful inspection firewalls. ... 

¶ Application-level gateways. ... 

¶ Next-gen firewalls. 

Packet filtering firewalls   

This, the original type of firewall, operates inline at junction points where devices such as 
routers and switches do their work. 
However, this firewall doesn't route packets, but instead compares each packet received to 
a set of established criteria -- such as the allowed IP addresses, packet type, port number, 
etc. Packets that are flagged as troublesome are, generally speaking, unceremoniously 

dropped -- that is, they are not forwarded and, thus, cease to exist. 

Circuit - level gateways   
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Using another relatively quick way to identify malicious content, these devices monitor the 
TCP handshakes across the network as they are established between the local and remote 
hosts to determine whether the session being initiated is legitimate -- whether the remote 
system is considered trusted. They don't inspect the packets themselves, however. 

Stateful inspection firewalls  

State-aware devices, on the other hand, not only examine each packet, but also keep track 
of whether or not that packet is part of an established TCP session. This offers more 
security than either packet filtering or circuit monitoring alone, but exacts a greater toll on 
network performance. 
A further variant of stateful inspection is the multilayer inspection firewall, which considers 
the flow of transactions in process across multiple layers of the ISO Open Systems 
Interconnection seven-layer model. 

Application - level gateways   

This kind of device, technically a proxy, and sometimes referred to as a proxy firewall, 
combines some of the attributes of packet filtering firewalls with those of circuit-level 
gateways. They filter packets not only according to the service for which they are intended -
- as specified by the destination port -- but also by certain other characteristics, such as the 
HTTP request string. 
While gateways that filter at the application layer provide considerable data security, they 
can dramatically affect network performance. 

Next - gen firewalls   

This looser category is the most recent -- and least-well delineated -- of the types of 
firewalls. A typical next-gen product combines packet inspection with stateful inspection, but 
also includes some variety of deep packet inspection. 

 
Q  3: What factor consider in firewall design. 
 

Answer: 
 A firewall is a device or devices that control traffic between different areas of your 
network. In a more robust design you typically see two or three firewall devices, as well as 
many other security components to protect company resources. In a firewall design, I refer 
to the security solution as a firewall system, indicating that many devices are being used to 
protect your resources. 
 As you will see in this section, you should follow some practical guidelines when 
developing a firewall system. These can include packet and application firewalls, 
application gateway and ATFs, host-based firewalls, and, more than likely, hybrid firewalls, 
as well as many other security devices, such as VPN concentrators, IDS devices, 
authentication security servers, and many other components. 

Design Guidelines  
You should follow five basic guidelines when designing a firewall system: 

¶ Develop a security policy. 

¶ Create a simple design solution. 

¶ Use devices as they were intended. 

¶ Implement a layered defense to provide extra protection. 

¶ Consider solutions to internal threats that should be included in your design. 

http://firewall-review.narod.ru/circuit_level_gateway.html
http://firewall-review.narod.ru/circuit_level_gateway.html
https://searchnetworking.techtarget.com/definition/packet-filtering
https://searchnetworking.techtarget.com/definition/OSI
https://searchnetworking.techtarget.com/definition/OSI
https://searchsecurity.techtarget.com/feature/Introduction-to-next-generation-firewalls-in-the-enterprise
https://searchnetworking.techtarget.com/definition/deep-packet-inspection-DPI
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The following subsections cover these five key design points. 

Developing a Security Policy  

One of the first things you do when designing a firewall system is to create a security 
policy. The policy should define acceptable and unacceptable behavior, should state 
restrictions to resources, and should adhere to the company's business plan and policies. 
Without a security policy, it is practically impossible to develop a security solution that will 
meet your company's needs. 

The key to a good design is basing it on a security policy. Basically, a policy defines 
who is allowed to access resources, what they are allowed to do with resources, how 
resources should be protected (in general terms), and what actions are taken when a 
security issue occurs. Without a security policy, it is impossible to design a firewall system 
that will protect your assets. In other words, if you don't have a security policy, what should 
you protect? How much should you protect resources? Who is allowed to access 
resources? If your policy does not define these items, it is hard to design and implement a 
solution based on hunches. Actually, without a security policy, the firewall system that you 
put in place might be creating a security risk: It might not be providing adequate protection 
to your company's resources. 

Designing a security policy is beyond the scope of this book. However, it minimally 
should address the following items: 

¶ The resources that require access from internal and external users 

¶ The vulnerabilities associated with these resources 

¶ The methods and solutions that can be used to protect these resources 

¶ A cost-benefit analysis that compares the different methods and solutions 

Designing Si mple Solutions  

A firewall system design should be kept simple and should follow your security 
policy. The simpler the design is, the easier it will be to implement it, maintain it, test and 
troubleshoot it, and adapt it to new changes. Many people like to call this 
the KISS principle: Keep it simple, stupid. The last kind of problem you want to deal with is 
a design or configuration error that leaves your network open to all different kinds of 
attacks. 

CAUTION  

Complex solutions are prone to design and configuration errors, and are difficult to test and 
troubleshoot. The simpler you can make the design, the easier it will be to manage it. 
 

Using Devices Correctly  
Network devices have functional purposes; they were built with a specific purpose in 

mind. For example, a Layer 2 switch is used to break up a collision or bandwidth domain, 
and it also uses VLANs to break up broadcast domains: It is typically not a good device to 
use to filter traffic because the filtering is done by creating filtering rules based on MAC 
addresses. The problem with this approach is that MAC addresses tend to change quite a 
bit: NICs fail, PCs and servers are upgraded, devices are moved to different locations in the 
network, and so on. Filtering is done best when logical addressing is deployed. 

Using the wrong product to solve a security problem can open you to all kinds of 
security threats. For example, assume that you want to use an IDS to detect different kinds 
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of network threats. You notice that your Cisco router has the capability in the Cisco IOS 
Firewall feature set, and you decide to enable it, feeling secure that your Cisco router will 
generate an alarm when an attack occurs. If you had taken time to read the security 
material related to Cisco routers, you would have realized that Cisco routers can detect only 
a few dozen different kinds of networking attacks (typically, the most common ones). 
Therefore, for all the other hundreds of kinds of attacks, your Cisco router will not be 
capable of detecting them, leaving you exposed. In this example, a better solution would 
have been to purchase an IDS solution that can detect hundreds of different kinds of 
attacks. 

Q  4: What is Network Security Threats. 
 

Answer: 
The old childhood warning ñStranger danger!ò has withstood the test of time even in 

our modern, developed world. Now that most of our daily procedures and activities are 
automatized and available for use on the Internet, we need to take the same level of 
precaution we did as children, crossing to the other side of the street whenever we saw a 
suspicious stranger. This precaution is needed even more after seeing some critical 
statistics surface, claiming that nearly one-third of the worldôs computers are infected with some 

type of malware. 
The most common network security threats 
1. Computer virus 
2. Rogue security software 
3. Trojan horse 
4. Adware and spyware 
5. Computer worm 
6. DOS and DDOS attack 
7. Phishing 
8. Rootkit 
9. SQL Injection attack 
10. Man-in-the-middle attacks 

1. Computer virus  

Weôve all heard about them, and we all have our fears. For everyday Internet users, 
computer viruses are one of the most common threats to cyber security. Statistics show 
that approximately 33% of  household computers are affected with some type of malware, more 

than half of which are viruses. 
Computer viruses are pieces of software that are designed to be spread from one 

computer to another. Theyôre often sent as email attachments or downloaded from specific 
websites with the intent to infect your computer ð and other computers on your contact list 
ð by using systems on your network. Viruses are known to send spam, disable your 
security settings, corrupt and steal data from your computer including personal information 
such as passwords, even going as far as to delete everything on your hard drive. 

2. Rogue security software  

Leveraging the fear of computer viruses, scammers have a found a new way to 
commit Internet fraud. 

Rogue security software is malicious software that mislead users to believe there is a 
computer virus installed on their computer or that their security measures are not up to 
date. Then they offer to install or update usersô security settings. Theyôll either ask you to 
download their program to remove the alleged viruses, or to pay for a tool. Both cases lead 
to actual malware being installed on your computer. 

https://www.technewsworld.com/story/80707.html
https://www.technewsworld.com/story/80707.html
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#one-computer-virus
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#two-rogue-security-software
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#three-trojan-horse
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#four-adware-and-spyware
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#five-computer-worm
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#six-dos-and-ddos-attack
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#seven-phishing
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#eight-rootkit
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#nine-sql-injection-attack
https://securitytrails.com/blog/top-10-common-network-security-threats-explained#one0-man-in-the-middle-attacks
https://blog.topsec.com/surprising-statistics-about-computer-viruses
https://blog.topsec.com/surprising-statistics-about-computer-viruses
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3. Trojan horse  

Metaphorically, a ñTrojan horseò refers to tricking someone into inviting an attacker 
into a securely protected area. In computing, it holds a very similar meaning ð a Trojan 
horse, or ñTrojan,ò is a malicious bit of attacking code or software that tricks users into 
running it willingly, by hiding behind a legitimate program. 

They spread often by email; it may appear as an email from someone you know, and 
when you click on the email and its included attachment, youôve immediately downloaded 
malware to your computer. Trojans also spread when you click on a false advertisement. 

Once inside your computer, a Trojan horse can record your passwords by logging 
keystrokes, hijacking your webcam, and stealing any sensitive data you may have on your 
computer. 

4. Adware and spyware  

By ñadwareò we consider any software that is designed to track data of your 
browsing habits and, based on that, show you advertisements and pop-ups. Adware 
collects data with your consent ð and is even a legitimate source of income for companies 
that allow users to try their software for free, but with advertisements showing while using 
the software. The adware clause is often hidden in related User Agreement docs, but it can 
be checked by carefully reading anything you accept while installing software. The 
presence of adware on your computer is noticeable only in those pop-ups, and sometimes it 
can slow down your computerôs processor and internet connection speed. 

When adware is downloaded without consent, it is considered malicious. 
Spyware works similarly to adware, but is installed on your computer without your 

knowledge. It can contain keyloggers that record personal information including email 
addresses, passwords, even credit card numbers, making it dangerous because of the high 
risk of identity theft. 

5. Computer worm  

Computer worms are pieces of malware programs that replicate quickly and spread 
from one computer to another. A worm spreads from an infected computer by sending itself 
to all of the computerôs contacts, then immediately to the contacts of the other computers. 

6. DOS and DDOS attack  

Have you ever found yourself waiting impatiently for the online release of a product, 
one that youôre eagerly waiting to purchase? You keep refreshing the page, waiting for that 
moment when the product will go live. Then, as you press F5 for the last time, the page 
shows an error: ñService Unavailable.ò The server must be overloaded! 

There are indeed cases like these where a websiteôs server gets overloaded with 
traffic and simply crashes, sometimes when a news story breaks. But more commonly, this 
is what happens to a website during a DoS attack, or denial-of-service, a malicious traffic 
overload that occurs when attackers overflood a website with traffic. When a website has 
too much traffic, itôs unable to serve its content to visitors. 

A DoS attack is performed by one machine and its internet connection, by flooding a 
website with packets and making it impossible for legitimate users to access the content of 
flooded website. Fortunately, you canôt really overload a server with a single other server or 
a PC anymore. In the past years it hasnôt been that common if anything, then by flaws in the 
protocol. 

A DDoS attack, or distributed denial-of-service attack, is similar to DoS, but is more 
forceful. Itôs harder to overcome a DDoS attack. Itôs launched from several computers, and 



 8 

BCA VIth Sem, Course Code-BCA-125 Elective I (Network Management and Security) 

 

 

Prepared By : SUSHANT SRIVASTAVA, KAPG College, Prayagraj 

 

the number of computers involved can range from just a couple of them to thousands or 
even more. 

Since itôs likely that not all of those machines belong to the attacker, they are 
compromised and added to the attackerôs network by malware. These computers can be 
distributed around the entire globe, and that network of compromised computers is called 
botnet. 

Since the attack comes from so many different IP addresses simultaneously, a 
DDoS attack is much more difficult for the victim to locate and defend against. 

7. Phishing  

Phishing is a method of a social engineering with the goal of obtaining sensitive data 
such as passwords, usernames, credit card numbers. 

The attacks often come in the form of instant messages or phishing emails designed 
to appear legitimate. The recipient of the email is then tricked into opening a malicious link, 
which leads to the installation of malware on the recipientôs computer. It can also obtain 
personal information by sending an email that appears to be sent from a bank, asking to 
verify your identity by giving away your private information. 

Uncovering phishing domains can be done easily with SecurityTrails. 

8. Rootkit  

Rootkit is a collection of software tools that enables remote control and 
administration-level access over a computer or computer networks. Once remote access is 
obtained, the rootkit can perform a number of malicious actions; they come equipped with 
keyloggers, password stealers and antivirus disablers. 

Rootkits are installed by hiding in legitimate software: when you give permission to 
that software to make changes to your OS, the rootkit installs itself in your computer and 
waits for the hacker to activate it. Other ways of rootkit distribution include phishing emails, 
malicious links, files, and downloading software from suspicious websites. 

9. SQL Injection attack  

We know today that many servers storing data for websites use SQL. As technology 
has progressed, network security threats have advanced, leading us to the threat of SQL 
injection attacks. 

SQL injection attacks are designed to target data-driven applications by exploiting 
security vulnerabilities in the applicationôs software. They use malicious code to obtain 
private data, change and even destroy that data, and can go as far as to void transactions 
on websites. It has quickly become one of the most dangerous privacy issues for data 
confidentiality. You can read more on the history of SQL injection attacks to better 
understand the threat it poses to cybersecurity. 

10. Man - in- the - middle attacks  

Man-in-the-middle attacks are cybersecurity attacks that allow the attacker to 
eavesdrop on communication between two targets. It can listen to a communication which 
should, in normal settings, be private. 

As an example, a man-in-the-middle attack happens when the attacker wants to 
intercept a communication between person A and person B. Person A sends their public 
key to person B, but the attacker intercepts it and sends a forged message to person B, 
representing themselves as A, but instead it has the attackers public key. B believes that 
the message comes from person A and encrypts the message with the attackers public key, 
sends it back to A, but attacker again intercepts this message, opens the message with 

https://securitytrails.com/blog/finding-phishing-domains
https://en.wikipedia.org/wiki/SQL_injection
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private key, possibly alters it, and re-encrypts it using the public key that was firstly provided 
by person A. Again, when the message is transferred back to person A, they believe it 
comes from person B, and this way, we have an attacker in the middle that eavesdrops the 
communication between two targets. 

Q  5: What is encryption. Explain different encryption methods? 
Answer: 

Encryption is a technique for transforming information on a computer in such a way 
that it becomes unreadable. So, even if someone is able to gain access to a computer with 
personal data on it, they likely wonôt be able to do anything with the data unless they have 
complicated, expensive software or the original data key. 

The basic function of encryption is essentially to translate normal text into ciphertext. 
Encryption can help ensure that data doesnôt get read by the wrong people, but can also 
ensure that data isnôt altered in transit, and verify the identity of the sender. 

3 different encryption methods  

There are three different basic encryption methods, each with their own advantages 
(list courtesy of Wisegeek): 

¶ Hashing 
Hashing creates a unique, fixed-length signature for a message or data set. Each 
ñhashò is unique to a specific message, so minor changes to that message would be 
easy to track. Once data is encrypted using hashing, it cannot be reversed or 
deciphered. Hashing, then, though not technically an encryption method as such, is still 
useful for proving data hasnôt been tampered with. 

¶ Symmetric methods 
Symmetric encryption is also known as private-key cryptography, and is called so 
because the key used to encrypt and decrypt the message must remain secure, 
because anyone with access to it can decrypt the data. Using this method, a sender 
encrypts the data with one key, sends the data (the ciphertext) and then the receiver 
uses the key to decrypt the data. 

¶ Asymmetric methods 
Asymmetric encryption, or public-key cryptography, is different than the previous 
method because it uses two keys for encryption or decryption (it has the potential to be 
more secure as such). With this method, a public key is freely available to everyone and 
is used to encrypt messages, and a different, private key is used by the recipient to 
decrypt messages. 

Any of these methods would likely prove sufficient for proper data security, and a quick 
Google search will reveal the multitude of software available for data encryption. Data 
encryption is a necessity (both for legal reasons and otherwise) when transmitting 
information like PHI, so no matter what method you choose, make sure youôre doing 
everything you can to protect data. 

Q  6: Which Types of Encryption are Most Secure? 
Answer: 

Encryption can protect your consumer information, emails and other sensitive data as 
well as secure network connections. Today, there are many options to choose from, 
and finding one that is both secure and fits your needs is a must. Here are 
four encryption methods and what you should know about each one. 

http://www.ama-assn.org/resources/doc/psa/hipaa-phi-encryption.pdf
http://www.wisegeek.org/what-are-the-different-types-of-encryption-methods.htm
http://www.wisegeek.org/what-are-the-different-types-of-encryption-methods.htm
https://www.datashieldcorp.com/2013/03/28/phi-what-it-is-why-it-matters/
https://www.toptenreviews.com/software/security/best-encryption-software/



